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Engineering Ethics by Design: The 
Safety Imperative
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J L R



Societal discussions influence the acceptance of new technology
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W H A T  A R E  T H E  R E F E R E N C E  F R A M E W O R K S ?  

R e f e r e n c e  F r a m e w o r k s

• German government Ethics Commission’s 20 ethical rules on automated and 
connected driving – 2017

• EU Report on Ethics of Connected and Automated Vehicles - Recommendations 
on road safety, privacy, fairness, explainability and responsibility – 2020

• EGE statement on Artificial Intelligence – 2018

• AIHLEG Guidelines for Trustworthy AI – 2019

• Artificial Intelligence Act – April 2021

• IEEE Std 7000-2021 Standard Model Process for Addressing Ethical Concerns during 
System Design – Sept 2021

• Recommendation on the Ethics of Artificial Intelligence – UNESCO, Nov 2021

• ITU-T Focus Group on AI for Autonomous and Assisted Driving (FG-AI4AD

• ISO/DIS 39003 Road traffic safety management systems – Guidance on safety 
ethical considerations for autonomous vehicles – August 2023

• UK Law Commission Report 26 Jan 2022 

Dr. Paula Palade – member of the Independent Expert Group that produced the EU Report in 2020 and of the ISO/DIS 
39003 Guidance on safety ethical considerations for autonomous vehicles 



Read the report and recommendations here
https://europa.eu/!VV67my

https://europa.eu/!VV67my
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Standards 
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I S O / D I S  3 9 0 0 3

Road Traffic Safety (RTS) — Guidance on ethical 
considerations relating to safety for autonomous vehicles

Applicable to all Level 5 autonomous vehicles SAE J3016

Is not a management system standard or technical standard

It does not set requirements for the outcomes of ethical decisions, 
nor does it offer guidance on methodology

It does not offer the technical precision to prescribe the required 
controls

It offer a set of “protocol guidelines” that a vehicle manufacturer 
could choose to self-certify against to assure that the desired 
necessary ethical considerations were addressed during design and 
effectively controlled

Provides manufacturers and distributers of the vehicles a mechanism 
to enable them to give formal declaration of compliance to an 
International Standard 

Give assurance to purchasers, end-users and society as a whole, that 
the vehicles’ design has considered and addressed the ethical issues 
identified within the standard

Formal declaration of compliance to an ISO that the vehicles’ design has considered and addressed the ethical 
issues identified within the standard.  
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I S O 3 9 0 0 3

M e t h o d o l o g y  o f  a s s e s s m e n t  /  e v a l u a t i o n  

E t h i c a l  A s s e s s m e n t  

• Higher Organisational Level
• Development Organisation Level
• Specific Development and Implementation 

Processes 
• Ethical Validation and Verification Activities 
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I S O  P A S  8 8 0 0

ISO/PAS 8800
Road vehicles — Safety and artificial intelligence

• Industry-specific guidance on safety-related Al/ML functions
• Define suitable safety principles, methods and evidence 

fulfilling objectives with ISO 26262 (functional safety) and ISO 
21448 (safety of the intended functionality)
• Harmonize concepts already described in Annexes of ISO/TR 

4804 and ISO 21448* Build upon generic guidance from ISO/EC 
TR 5469* Scope is road vehicles, not restricted to automated 
driving functions or specific ML techniques



C U S T O M E R  L O V E U N I T Y I N T E G R I T Y G R O W T H I M P A C T 11

L i m i t a t i o n s  o f  A I  E t h i c s  S t a n d a r d s  &  R e g u l a t i o n s

AI Ethics

Regulations

UK National AI Strategy

IEEE      -      IEEE Standard Model 

Process for Addressing Ethical Concerns 

during System Design

IEEE 7010-2020 - IEEE Recommended 

Practice for Assessing the Impact of 

Autonomous and Intelligent Systems on 

Human Well-Being

GDPREU Artificial Intelligence Act 

– April 2021

German government Ethics 

Commission s 20 ethical rules on 

automated and connected driving – 

    

EU Report on Ethics of Connected and 

Automated Vehicles - Recommendations 

on road safety, privacy, fairness, 

explainability and responsibility –     

EGE statement on Artificial 

Intelligence –     

AIHLEG Guidelines for Trustworthy 

AI –     

Technical Committee ISO/TC 241, Road traffic 

safety management systems WG6 – Guidance 

on safety ethical considerations for 

autonomous vehicles

Communication:  Fostering a 

European approach to AI 

2021 European Artificial 

Intelligence Package

SAE J3016

ISO 26262:2018 Road Vehicles - 

Functional safety

ISO/PAS 21448:2019 Road Vehicles - 

Safety of the intended functionality 

(SOTIF)

ISO/IEC/IEEE 15288:2015 Systems and 

software engineering - System life cycle 

processes

ASPICE/ISO/IEC 15504 (Software 

Development Capability)

ISO/SAE CD 21434 Road Vehicles - 

Cybersecurity engineering

ISO/TR 4804:2020 Road vehicles - Safety 

and cybersecurity for automated driving 

systems - Design, verification and 

validation

UK Law Commission of 

England and Wales and the 

Scottish Law Commission - 

Automated Vehicles: joint report

World Forum for the 

harmonization of vehicle 

regulations (WP.29)

EU Trustworthy Autonomous Vehicles - 

Assessment criteria for trustworthy AI in 

the autonomous driving domain

UNESCO Recommendation on the 

Ethics of Artificial Intelligence

ITU-T Focus Group on AI for Autonomous 

and Assisted Driving (FG-AI4AD)

Published / Available Draft / Under Development
Relevant to AI Ethics in 

CAVs

EC White Paper on AI

German Standardization 

Roadmap for Artificial 

Intelligence

ISO/TC 204 - Intelligent transport systems

WG 20 Big Data and Artificial Intelligence 

supporting ITS

Big Data

  IEEE P7005: Standard on Employer Data Governance

• SG20 – Internet of things (IoT) and smart cities and communities (SC&C) Q4/20 Data analytics, sharing, processing 

and management, including big data aspects, of IoT and SC&C

International Telecommunication Union (ITU)

ISO/IEC JTC 1/SC 42 Artificial intelligence

• WG 2  – Data

ISO/IEC JTC 1/SC 7 Software and systems engineering

• WG 6 – Software Product and System Quality

  IEEE P7000: Model Process for Addressing Ethical Concerns During System Design

  IEEE P7001: Transparency of Autonomous Systems

  IEEE P7002: Data Privacy Process

  IEEE P7003: Algorithmic Bias Considerations

  IEEE P7004: Standard on Child and Student Data Governance

  IEEE P7005: Standard on Employer Data Governance

  IEEE P7006: Standard on Personal Data AI Agent Working Group

  IEEE P7007: Ontological Standard for Ethically Driven Robotics and Automation Systems

  IEEE P7008: Standard for Ethically Driven Nudging for Robotic, Intelligent and Autonomous Systems

  IEEE P7009: Standard for Fail-Safe Design of Autonomous and Semi-Autonomous Systems

  IEEE P7010: Wellbeing Metrics Standard for Ethical Artificial Intelligence and Autonomous Systems

  IEEE P7011: Standard for the Process of Identifying and Rating the Trustworthiness of News Sources

  IEEE P7012: Standard for Machine Readable Personal Privacy Terms

+

  IEEE P7014: Standard for Ethical considerations in Emulated Empathy in Autonomous and Intelligent Systems

ISO/IEC JTC 1/SC 42 Artificial intelligence

• WG 3 – Trustworthiness: example standard ISO/IEC TR 24368:2022 Information technology — Artificial intelligence 

— Overview of ethical and societal concerns

• WG 4 – Use cases and applications

• WG 5 – Computational approaches and computational characteristics of AI systems

• SG2   – Operational aspects

• SG5   – Environment, EMF & circular economy ​

• SG13 – Future networks​

International Telecommunication Union (ITU)

IEEE P70xx, Establishing Standards for Ethical Technology:

• ISO/IEC JTC 1 Information technology WG13 Trustworthiness

• ISO/IEC JTC 1/SC 42/JWG 1 – Joint Working Group ISO/IEC JTC1/SC 42 - ISO/IEC JTC1/SC 40: Governance 

Implications of AI

ISO/IEC JTC 1/SC 27 Information security, cybersecurity and privacy protection

• WG 4 – Security controls and services

The Internet Engineering Task Force (IETF)

• IETF Trust

• IETF Software Updates for Internet of Things (SUIT) WG

• SG15 ​ – Transport, access & home

• SG17 – Security

• SG20 – IoT and smart cities and communities (SC&C)

ETSI (European Telecommunications Standards Institute)

• Industry Specification Group (ISG) Securing Artificial Intelligence (SAI) | ETSI:ENI ISG

• ETSI's ZSM ISG (Zero Touch Network and Service Management Industry Specification Group)

• Joint Coordination Activity on Internet of Things and Smart Cities and Communities (JCA-IoT and SC&C)

• ITU Focus Group on Autonomous Networks (FG-AN)

CEN/CENELEC/ETSI

• Cyber Security Coordination Group (CSCG)

• Coordination Group on Green Data Centres (CEN/CLC/ETSI CG GDC)

• Smart and Sustainable Cities and Communities Coordination Group (SSCC-CG)

CEN/CENELEC

• Joint Technical Committee 21  Artificial Intelligence 

• JTC 13 'Cybersecurity and data protection'

• Coordination Group on Defence Standardisation

• CEN-CLC/JTC 19  Blockchain and Distributed Ledger Technologies  

• Network Working Group      

USA - AI Bill of rights – Oct 

2022

EU AI Liability Directive

Artificial Intelligence Risk 

Management Framework (AI 

RMF 1.0)

Roadmap for the NIST 

Artificial Intelligence Risk 

Management Framework (AI 

RMF 1.0)
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How can Ethics be integrated in Engineering? 
Ethics-by-Design 
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E t h i c a l  A I  a n d  E n g i n e e r i n g

C r e a t i n g  a  S a f e  A I  F r a m e w o r k  – E t h i c s  B y  D e s i g n

From Abstract concepts 
& 

Qualitative KPIs

To Engineering Design Framework 
& 

Quantitative KPIs 

To Reimagined Quality 
& 

Societal Value Products

Societal 
values 

Ethics captured in System Design Requirements to guarantee product integrity and compliance
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T H A N K  Y O U
D r  P a u l a  P a l a d e

p p a l a d e 1 @ j a g u a r l a n d r o v e r . c o m

A I  E t h i c s  &  S t a n d a r d i s a t i o n  S e n i o r  T e c h n i c a l  S p e c i a l i s t  
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