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21434 purpose & scope

• Address the cybersecurity perspective in 
engineering of electrical and electronic (E/E) 
systems within road vehicles

– Provide vocabulary, objectives, 
requirements and guidelines as a 
foundation for common understanding 
throughout the supply chain. This enables 
organizations to: 

• Define cybersecurity policies and 
processes; 

• Manage cybersecurity risk; and 

• Foster a cybersecurity culture. 



UNECE WP.29/R155
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“Wait…did someone say cybersecurity type approval?”
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R155 Compliance Overview – CSMS Focus
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1. Collect documentation that attest to section 7.2 Requirements for the Cyber Security Management System

2. Submit CSMS Certificate of Compliance application per 6.2 to include:

a. The aforementioned documentation from 1. above

b. Appendix I to Annex I Manufacturer’s Declaration of Compliance for CSMS

3. Receive CSMS Certification of Compliance (formatted per Annex 4)

4. Submit application for vehicle type approval per section 3. Application for Approval. Include:

a. Completed Annex 1

b. Information that supports 7.3 Requirements for Vehicle Types

c. The CSMS Certificate of Compliance from 3. above



CSMS – Risk Focus
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R155 & 21434  – Twinning!

• R155: "Cyber Security Management System 
(CSMS)" means a systematic risk-based 
approach defining organisational processes, 
responsibilities and governance to treat risk 
associated with cyber threats to vehicles and 
protect them from cyber-attacks.

• 21434: “The purpose of the cybersecurity case 
is to provide a clear, comprehensible and 
defensible rationale, supported by evidence 
and documentation, that an item or 
component achieves a sufficient degree of 
cybersecurity for a specific application in a 
specific environment.”



R155 → 21434

• WP.29 Draft Interpretation Document

– Lists attestation examples

– Maps requirements to 21434

• Annex is dedicated to 21434 mapping

• ISO/PAS 5112 Road vehicles — Guidelines for 
Auditing Cybersecurity Engineering
development in progress

– 21434 a safe attestation option

https://generalmotors-my.sharepoint.com/:w:/r/personal/fz4qr8_nam_corp_gm_com/Documents/Documents/AFAI/UNECE%20WP.29/TFCS-ahID-11rev2%20(Chair)%20Interpretation%20document%20CS%20-%20consolidated%20comments%20on%20ahiD-03%20editted%20in%20meeting.docx?d=w2d4af38c752d4552b8d09bd11e917577&csf=1&web=1&e=r6K5DK


21434 & Risk Assessment
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ISO/SAE 21434 – Risk Assessment

RISK ASSESSMENT CONCEPT

RISK ASSESSMENT EXECUTION

*
*

Attack
Path

Realizes

** Need automotive adversarial attack model

RISK ASSESSMENT SUMMARY

TARA



MITRE ATT&CK™
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Auto Threat Matrix (ATM)

• MITRE ATT&CK™ Framework

– Global knowledge base

• Known & vetted attacks

• Techniques

• Mitigations

– Existing Domains

• Enterprise

• Mobile

• ICS

– Future Domain

• Automotive
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information

Rogue cellular 
base station

Unsecured 
credentials

System 
network 
connections 
discovery

Location 
tracking

Standard 
cryptographic 
protocol

Standard 
cryptographic 
protocol

Vehicle or 
content theft

Rogue Wi-Fi 
access point

Network 
information 
discovery

Transmit-only 
communication 
channel

Network traffic 
capture or 
redirection

Screen capture

Inspired by =>

https://attack.mitre.org/


Proposed Use
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• Instrument ATM to derive inherent/residual risk

• Risk determination:  



Putting it all together

TARA GOALS CONTROLS

SEQUENCED

ATM
Item 

Attributes

Identify 
attack paths

Perform 
initial risk 
assessment

Assign 
appropriate 
goals

Assign 
appropriate 
controls

Collect 
component 
attributes
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