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21434 purpose & scope

* Address the cybersecurity perspective in
engineering of electrical and electronic (E/E)
systems within road vehicles

— Provide vocabulary, objectives,
requirements and guidelines as a
foundation for common understanding
throughout the supply chain. This enables
organizations to:

* Define cybersecurity policies and
processes;

M anage cybersecurity riskielgle

* Foster a cybersecurity culture.
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1.Scope

2. Normative references

3. Terms and abbreviations

4. General considerations

5. Overall cybersecurity management

541 5.4.2 543 5.4.4 54.5 5.4.6 54.7 548
Cybersecurity Cybersecurity Cybersecurity Organizational Information Management Tool Information
governance culture risk cybersecurity sharing systems management security
management audit management
6. Project d dent cyb rity
6.4.1 6.4.2 6.4.3 6.4.4 6.4.5 6.4.6 6.4, 6.4.8 4.
Cybersecurity | |Cybersecurity| | Tailoring of Reuse Component Off-the-shelf | |Cybersecurity| |Cybersecurity Release for
responsibili- planning the cyber- out of context| | component case assessment post-
ties & their security development
assignment activities
7. Continuous cybersecurity activities
73 74 7.5 7.6
Cybersecurity Cybersecurity Vulnerability Vulnerability
monitoring event analysis management

assessment

8. Risk assessment methods

83 8.4 8.5 8.6 8.7 8.8 89
Asset Threat Impact Attack Attack Risk Risk
identification scenario rating path analysis feasibility determination treatment
identification rating decision
Concept phase Product development phases Post-development phases

9. Concept phase

9.3
Item definition

10. Product development 11. Cybersecurity

validation

requirements and architectural design

1041
Refinement of cybersecurity

’ 9.4

Cybersecurity goals

10.4.2
Integration and verification

9.5
Cybersecurity concept

104.3
Specific requirements for
software development

12. Production

13. Operations and maintenance

133 13.4
Cyber- Updates
security
incident
response

14. Decommissioning

15. Distributed cybersecurity activities

15.4.1 15.4.2 15.4.3
Demonstration Request for Alignment of
and evaluation of quotation responsibilities

supplier capability

Annexes A-] (informative)
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“Wait...did someone say cybersecurity type approval?”

(‘i\ World Forum for Harmonization of Vehicle Regulations (WP.29)
Ws

:,_g-y Working Party on Automated/Autonomous

~ and Connected Vehicles (GRVA)

4

« Safety and security of vehicle automation and connectivity:

GRVA's priorities include:

(See the Framework Document on Automated Vehicles)
Functional requirements ("FRAV")

Validation Method for Automated Driving ("VMAD")

|Cyber security (and software updates}|

EDR / Data Storage System for Automated Driving (currently)

\ 4

Proposal for a new UN Regulation on uniform provisions
concerning the approval of vehicles with regards to cyber
security and cyber security management system
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R155 Compliance Overview — CSMS Focus

L. Collect documentation that attest to section 72 Requirements for the EyberSecurityVanagement systent
2. Submit _ application per 6.2 to include:

a. The aforementioned documentation from 1. above

b. Appendix | to Annex | Manufacturer’s _
3. Receive _ (formatted per Annex 4)

4. Submit application for vehicle type approval per section 3. Application for Approval. Include:

a. Completed Annex 1

b. Information that supports 7.3 Requirements for Vehicle Types
c. The ESMISICEHtificatelofCOMmpliance from 3. above
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CSMS — Risk Focus

7.2.2.2. The vehicle manufacturer shall demonstrate that the processes used within
their Cyber Security Management System ensure security is adequately

considered. HNCIIGNE FHSKSTand mitisations HSEdIARMISE'S. This shall

include:

(a)  The PIOEESSEE used within the manufacturer’s organization/ {0 fllanage

(b)  The processes used for the identification of risks to vehicle types.
Within these processes. NSRS INATNSKNSI Pt ANGHANOHES
relevant threats shall be considered:

(¢} The processes used for the assessment. categorization and treatment of
the risks identified:

(d)  The processes in place to verify that e Hisks identified are

appropriately managed:

(g)  The processes used for testing the cyber security of a vehicle type:

(f)  The processes used for ENSENIATEHSKASSESHEH S REpUCHTEt

(g)  The processes used to monitor for, detect and respond to cyber-attacks.

cyber threats and vulnerabilities on vehicle types Alldile plocessesused|
to assess whether the cyber security measures implemented are still
effective in the light of new cyber threats and vulnerabilities “hat e

been identified.

(h)  The processes used to provide relevant data to support analysis of
general motors attempted or successful cyber-attacks.




R155 & 21434 — Twinning!

* R155: "Cyber Security Management System
(CSMS)" means a systematic risk-based
approach defining organisational processes,
responsibilities and governance to

* 21434: “The purpose of the cybersecurity case
is to provide a clear, comprehensible and
defensible rationale, supported by evidence

and documentation, that an item or

component
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R155 €2 21434

* WP.29 Draft Interpretation Document
— Lists attestation examples
— Maps requirements to 21434
* Annex is dedicated to 21434 mapping

* |SO/PAS 5112 Road vehicles — Guidelines for
Auditing Cybersecurity Engineering
development in progress

— 21434 a safe attestation option
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Link with ISO/SAE 21434 DIS (E)

Sub-Category Clauses from ISO/SAFE 21434 DIS

7.2.1 For the assessment the Approval Authority or its Technical Service shall verify that the vehicle
manufacturer has a Cyber Security Management System in place and shall verify its compliance with this
Regulation.

Verify that a Cybersecurity Not applicabls
Management System is in place

7.2.2.1 The wehicle manufacturer shall demonstrate to an Approval Authority or Technical Service that
their Cyber Security Management System applies to the following phases:

- Development phase;
- Production phase;

- Post-production phase.

Development phase Clauzes 9, 10,11
Production phase Clauze 12
Post-production phase Clauzez 7, 13, 14

7.2.2.2 (a) The processes used within the manufacturer’s organization to manage cyber security

Organization-wide cyber security [RQ-03-01], [RQ-05-03]
policy
Management of cyber security [RQ-03-02], [RQ-05-09]

relevant processes

(a3) Establishment and Maintenance [RQ-03-07]. [RQ-05-08]
of cyber security culture and
awareness

7.2.2.2 (b) The processes used for the identification of risks to vehicle types. Within these processes, the
threats in Annex 5, Part A, and other relevant threats shall be considered.

(b1) Process for identifying cyber [RQ-08-01]. [RQ-08-02], [RQ-08-03], [RQ-08-08], [RQ-08-09], The
security risks to vehicle types threats in Annex J of the UNECE document, part J are out of scope
established across development, of [SO/SAE 11434

production, and post-production

7.2.2.2 (c) The processes used for the assessment, categorization and treatment of the risks identified

(c1) Is a process established to assess [RQ-08-11]. [RQ-08-04], [RQ-08-06]. [RQ-08-10]
and categorize cyber security risks for
vehicle types across development,
production and post-production?



https://generalmotors-my.sharepoint.com/:w:/r/personal/fz4qr8_nam_corp_gm_com/Documents/Documents/AFAI/UNECE%20WP.29/TFCS-ahID-11rev2%20(Chair)%20Interpretation%20document%20CS%20-%20consolidated%20comments%20on%20ahiD-03%20editted%20in%20meeting.docx?d=w2d4af38c752d4552b8d09bd11e917577&csf=1&web=1&e=r6K5DK
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ISO/SAE 21434 — Risk Assessment

RISK ASSESSMENT CONCEPT

Risk Determination fsee 8.8): The determination of the risk value of a threat scenario.

3.1.31 THREAT SCENARIO

Statement of potential negative actions that lead to a damage scenario (3.1.18).

———

3.1.18 DAMAGE SCENARIO

Adverse consequence or undesirable result due to the compromise of a cybersecurity property (3.1.16) (or properties)
of an asset (3.1.1), or of a group of assets.

RISK ASSESSMENT EXECUTION

|Attack Path Analgsig(see 8.6): Identification and linking of potential attack paths to one or more threat scenarios.

NOTE 4: Attack paths form the basis for the assessment of attack feasibility. They are also used for the refinement of
cybersecurity goals to cybersecurity requirements and to support the selection of appropriate controls.

[RQ-08-08] The threat scenarios shall be analyzed to describe possible attack paths.

Xk NOTE 4: In the early stages of product development the attack paths are often incomplete or imprecise as specific
implementation details are not yet known in sufficient detail to be able to identify specific vulnerabilities.
During the lifecycle, the attack paths could be updated with additional detail as more information becomes
* available (e.g., after a vulnerability analysis).

RISK ASSESSMENT SUMMARY

r—_—_

— N\ | Attack ,
| 7ARA L patn l
I Realizes
v |
¥ Ll I
| Cybersecurity _Addressed by Damage ‘Leads t{:-. Threat |
goal N scenario h i scenario I

_—__J

** Need automotive adversarial attack model
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Auto Threat Matrix (ATM)

[ |
Below are the tactics and technique representing the MITRE ATT&CK® Matrix for Enterprise. The Matrix contains information for the following platforms: Windows, mac0S, Linux, AWS, GCP, Azure, Azure AD, Office
365, SaaS.
Last Modified: 2019-10-09 18:48:31.906000
S [T T T T T T T T
Drive-dy Access Token Access Token Account Account Access
v AppleScript bash_profile and bashrc Account Discovery AppleScript Audio Capture | Commanly Used Port | Automated Exfitration
Compromise Manipulation Manipulation Manipuation Removal
o Communication
° ™ Explot Public- o pceseioty Festres Accessbity | ApplcationAccess oo Applcation Window | Applicaton Access | Awtomates SRR Destruction
Facing Application Features Token Discovery Token Collection o,
Bxtenal Remote | 0o andoine Interface|  Account Manipulation AppCertDLLS Binary Padding Brute Force Browser Bookmark | Application Deployment | ¢y pata | connection Proxy Data Encrypted Data Encrypted
Services Discovery Software for Impact
Component Object
Cloud Instance Cloud Service Datafrom Cloud | Custom Command
( | O b a I k n OW I e d ge b a S e Hardware Additions  Compiled HTML File AppCertDLLs Appinit DLLS BITS Jobs e o oo Modeland Disributed | 0 otocql | Deta TransterSize Limits| - Defacement
Component Object i Data from o )
Repiication Through  *"PET Re P Aoplication | Bypass User Account | (oL ClowdServiee | Bxplotation of Remote 85 UL Gustom Gptographic.  Enfitation Over Disk Content
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Repositories
Exfilration Over
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DLL Search Order File and Directory pate frem Exfitration Over Other | Endpoint Denial
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.
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- . Bootkit Compile After Delvery " . Pass the Ticket Data Staged Scheduled Transfer v
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ExtraWindow | Component Object Peripheral Device Manin the Runtime Data
InstallUti Component Firmware ! o g Input Capture " Remote Services Mult-Stage Channels
Memory Injection | Model Hijacking Discovery Browser Manipulation
. . o File System )
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Hijacking Discovery Removable Media Communication
Weakness
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Manipulate Initial access  Execution Persistence  Privilege escalation Credential Discovery Lateral Collection Command and  Exfiltration Affectvehicle  Impact
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Manipulate Exploitviaradio NativeAPI  Modify0S  Exploit0S Bypass  ExploitTEE  Network Exploit ECUfor Access vehicle  Cellular Cellular Local function  Loss of
communication  interface kernelor  vulnerability DS vulnerability  service lateral telemetry communication communication availability
boot security scanning movement
partition access
0 Measureand  Exploitvia Modify Exploit TEE Bypass  Inputcapture Process Remote Capture Covert Covert Modifybus  Loss of control
— l l l l re O I I I a I n removable system vulnerability mandatory discovery services cameraor commandand commandand  message
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Pre-transducer  Malicious app Modify TEE  Hardware fault Inputprompt ~ Software Reprogram  CaptureSMS Internet Internet Unintended  Loss of safety
. transduction injection discovery ECU forlateral message i ication ~vehicle network
* Automotive - ; e \ - :
Post-transducer  Physical Process injection Network raffic System Datafromlocal Receive-only ~ Removable Manipulation of
EMIattack modification captureor  information system communication media control
redirection  discovery channel
Relay Supply chain Reprogram co- OScredential ~ System Inputcapture  Shortrange  Shortrange Unauthorized
communications compromise located computing dumping network wireless wireless access to
device for privilege configuration communication communication personal
escalation discovery information
Rogue cellular Unsecured Location Standard standard Vehicle or
» base station credentials tracking cryptographic  cryptographic content theft
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nspired by => i
Rogue Wi-Fi Network Transmit-only
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Screen capture


https://attack.mitre.org/

Proposed Use

* Instrument ATM to derive inherent/residual risk

e Risk determination:
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[RQ-08-08] The threat scenarios shall be analyzed to describe possible attack paths.

Attack
Path

|
Realizes

A

Threat
scenario

___J

==
. 2| 3 B
Worst-Outcome Scenario 5l=|8 5 8| x
o|lXx| | O 2
OlnlJlw SE | @
Sequence{GM-ECU My1803 - Unauthenticated root SSH session,
Develop exploit to Access Shared Memory, Send Arbitrary CAN 5 3 2 5 5
Messages}
Sequence{GM-ECU My1804 — Multiple Command Injections in
ksvc_swupdate service, Develop exploit to Access Shared Memory, 5 2 3 5 5
Send Arbitrary CAN Messages}
Sequence{GM-ECU My1809 — Unauthenticated control over Audio} 5 5 2 5 2 | 66
Sequence{GM-ECU My1810 — Wireless Passwords Leaked in logs} 5 5 2 3 3 |62
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Putting it all together —

tem BN AtM [BY TARA [ GOALS [ controis

Attributes

P Collect P Identify P Perform P Assign P Assign
component attack paths initial risk appropriate appropriate
attributes assessment goals controls
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