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Security Domains In Light Of UN R155
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Implementing UN R155

UNECE WP.29 Cyber Security Regulation UN R155

Regulation

EU Regulation 2018/858 und 2019/2144
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Skills, Competences And Methodologies For UN R155

“Competent personnel with appropriate cyber security skills and
specific automotive risk assessments knowledge” (UN R155)

Bl Mitigation to the threats which are related to "Vehicle

communication channels"

MG Security by design Systems shallimplement security by design to minimize risks.
M7 Protection of system data/code Access control technigques and designs shall be applied to protect system dat
M8 System design and access control Through system design and access control it should not be possible for unawi
M9 Prevention and Detection of unauthorized access Measures to prevent and detect unauthorized access shall be employed.
M10 Authenticity and integrity of messages The vehicle shall verify the authenticity and integrity of messages it receives.
M1l Storage of cryptographic keys Security controls shall be implemented for storing cryptographic keys
M12 Confidential data Confidential data transmitted to or from the vehicle shall be protected.
13 Detection and Recovery denial of service attack Measures to detect and recover from a denial of service attack shall be empl
14 Embedded viruses/malware Measures to protect systems against embedded viruses/malware should be

15 Detection of malicious internal messages or activity ~ Measures to detect malicious internal messages or activity should be conside

Highly sophisticated cyber security requirements should result in
competence analysis and in development of appropriate methodologies
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Scoping Of Cyber Security Regulation

Hardware Development Smart City
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State's
Responsibilty

Manufacturer's
Responsibilty

Operator's
Responsibilty

Driver's
Responsibilty

Ensuring Security And Safety By Holistic And Strategic View

Cyber Norms and
Protection against
cyber terrorism/war

Secure product,
vulnerability monitoring
and incident handling

Secure operation and
data protection

Correct user
behaviour
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Actions Needed For Cyber Security Readyness And Sufficiency

= Research on generic digitalized
Vehicle E/E Architecture for
development, testing, training
and monitoring along UN R155
(Digital Twin on Automotive Cyber Range)

Unity-Simulation

= Capacity Building in
Automotive Security and Cyber Security Professional
Curriculum Design along UN R155 BUSUCuEIE

= Guidance for implementing UN R155, in particular for the supplier
= Multistakeholder dialog on cyber in the vehicle ecosystem

" International initiatives on security and sustainability in cyber
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